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Subject: Continued Prohibition of Internet Access

The attached Department Memorandum was previously sent to all California employees and provides further
direction on the continued prohibition of Internet Access.  The Memorandum emphasizes several prohibitions
which are summarized and clarified below:

! No employee is allowed to connect to the Internet whatsoever from their office by using modems
and/or their local Internet Service Provider (ISP).  The only connections allowed are from your
office desktop into the office’s internal network.

! No employee is allowed to use government equipment (eg laptops) to connect to the Internet from
their home or office .  This means they can use laptops out of the office but they can not dial up in
any network (including the Bureaus).  Furthermore, as stated above, this also means employees may
not use their personal ISP.

! No employee is allowed to access the Internet from home or while on travel for government
business while using either government or personal computer equipment.

For all computers on the California NT domain the Security banner has been updated to reflect the Internet
prohibitions.

Supervisors, please ensure that all employees under your supervision receive this Memorandum.  This is
particularly true for those at remote sites using BLM computers but that do not have connectivity to BLM
systems at this time.

We will provide further updates as appropriate.  Should you have questions, please contact our State Chief
Information Officer Rob Cervantes at (916) 978-4541, or State Configuration Manager Ralph Bunn at (916)
978-4546.

Signed by: Authenticated by:
James Wesley Abbott Richard A. Erickson
Associate State Director Records Management

Attachment:
Washington Memorandum on same subject (1 pp)




